The adherence of employees towards Information Security Policy (ISP) established in the organization is crucial in reducing information security risks. Some scholars have suggested that employees' compliance to ISP could be influenced by Information Security Culture (ISC) cultivated in the organization. Several studies on the impact of ISC towards ISP compliance have proposed different dimensions and factors associated to ISC with substantial differences in each finding. This paper is discussing an enhanced conceptual framework of ISP compliance behavior by addressing ISC as a multidimensional concept which consist of seven comprehensive dimensions. These new proposed ISC dimensions developed using all the key factors of ISC in literature and were aligned with the widely accepted concept of organizational culture and ISC. The framework also integrated with the most significant behavioral theory in this domain of study, which is Theory of Planned Behavior to provide more deep understanding and richer findings of the compliance behavior. This framework is expected to give more accurate findings on the relationships between ISC and ISP compliance behavior.
INTRODUCTION
The employees' compliance towards Information Security Policy (ISP) is the most major issue concerned by organizations and has gained increasing academic attention over the last ten years [1] . Many factors and theories from psychology, sociology and criminology have been adopted to study this problem with the objective to understand and explain this phenomenon. As a result, various factors have been identified and most of the time these factors have mixed results in terms of its significance from one study to another. Since there were evidences that suggested employees as the weakest link [2] [3], many information security scholars recommended that the cultivation of Information Security Culture (ISC) could improve information security in an organization [4] [5] [6] . They believed the implementation of ISC will guide employees' behavior towards practicing the secure behavior that in line with recommendations by company's ISP.
A few studies [7] [8] [9] have found that ISC has significant influences towards employees' ISP compliance in the organization. However, there are still lacks of convincing and comprehensive conclusion on this relationship since they used different dimensions in conceptualizing the ISC concept. Furthermore, the ISC concept in those studies did not cover all the ISC key factors available in literature. This study will fill this gap by proposing a conceptual framework of ISP compliance behavior based on new proposed ISC dimensions that have been constructed by considering all ISC key factors available in literature. In addition, these new dimensions were aligned with widely accepted concept of organizational culture by [10] and conceptual model of ISC by [11] .
LITERATURE REVIEW AND THEORETICAL BACKGROUND 2.1 The ISC Dimensions in ISP Compliance Behavior
Prior studies on the relationship of ISC on ISP compliance have used different dimensions to represent ISC concept. Those dimensions of ISC were constructed using certain methods such as interview with Information Technology experts [8] and by conducting literature analysis on the previous ISC-related studies [7] . At the same time, there are many conceptual models of ISC Permission to make digital or hard copies of all or part of this work for personal or classroom use is granted without fee provided that copies are not made or distributed for profit or commercial advantage and that copies bear this notice and the full citation on the first page. Copyrights for components of this work owned by others than ACM must be honored. Abstracting with credit is permitted. To copy otherwise, or republish, to post on servers or to redistribute to lists, requires prior specific permission and/or a fee. have been proposed in various ISC-related studies [12] . Most of these models were developed using different concepts and theories such as organizational culture [13] and organizational behavior [14] . Thus, ISC concepts were conceptualized as having different factors and dimensions by these studies. Further reviews [15] 
New Comprehensive ISC Dimensions
In this study, ISC is conceptualized as consisting of seven dimensions in representing four levels of ISC model proposed by [11] . Figure 1 illustrated the process of mapping ISC levels into its corresponding ISC dimensions. Since the ISC model by [11] was developed based on organizational culture model of [10] [13], the mapping process of artifacts, espoused value, shared tacit assumptions and information security knowledge into its corresponding dimensions was based on justifications of both models. As a result, seven dimensions were proposed and justified. Those dimensions are Procedural Countermeasures (PCM), Risk Management (RM), Security Education, Training and Awareness (SETA), Top Management Commitment (TMC), Monitoring (MON), Information Security Knowledge (ISK) and Information Security Knowledge Sharing (ISKS). Every dimension will represent specific factors that share the same context or dimension. All key factors discovered in literature have been allocated into its corresponding dimension. The following sections will elaborate these matters in more detail. Figure 1 shows that there are two dimensions associated with artifacts level, which are Procedural Countermeasures (PCM) and Risk Management (RM). PCM concerns with all the guidelines, procedures and policies set up by the organizations to guide all information security matters. This dimension is visible and can be obtain in the organization. It fits with the definition of artifacts by [13] , where artifacts are visible and easily spotted by an outsider. Having formal, documented security policies in place is an initial step to shape the security culture in an organization [18] . Many studies have considered policies, procedures, guidelines and ethical codes as important elements in cultivating ISC [3] [26] . [27] suggested SETA, as a security program that can lead to change and improve the awareness behavior of employees and finally will result in changing and improvement of ISC in an organization. [28] argued that SETA is required to provide the information security knowledge desired by an organization to their employees in their effort to cultivate an ISC in the organization. [18] has empirically proved that SETA has significant impact towards ISC. We proposed SETA to represent the level 2 of ISC level, which is espoused value. It is the core information security programs in ensuring that all the employees getting the required level of knowledge, skills and awareness of information security and the value of these activities were accepted and espoused by all employees throughout the organization.
Procedural Countermeasures (PCM) and Risk Management (RM)

Top Management Commitment (TMC) and Security Monitoring (MON)
The dimensions of Top Management Commitment (TMC) and Security Monitoring (MON) will represent level 3 of ISC level which is shared tacit assumptions. These shared tacit assumptions act as a kind of ''filter'', which affects how individuals will carry out their normal day-to-day activities [29] . The top management must give adequate efforts in ensuring the implementation of ISC and these efforts must be understand and accepted by the all the employees throughout the organization. This commitment will create strong belief and trust of employees towards ISC implementation in the organization. Many studies on ISC have showed that top management commitment is a key factor in fostering and cultivating ISC in the organization [16] [26] [30] .
Similar to TMC, MON dimension is regarded as hidden, largely unconscious and occur very much at the individual level, and these assumptions are the underlying beliefs and values of the people in the company [31] . Monitoring are hidden activities to check and ensure the security compliance and behavior of employees. It will somehow also measure the trust and belief of employees on information security. In ISC literature, there were many studies suggested that trust and belief are the key factors of ISC [32] [29] and [11] argued that information security knowledge (ISK) is an important level that need to be added to current three levels of organizational culture by [10] to form an ISC concept. This level will supply adequate knowledge of information security to organizational ISC by providing the knowledge of what, why and how towards each organizational culture levels. This knowledge will affected all other three levels by providing adequate knowledge of information security to ensure all those level able to implement stable information security in the organization [29] . Finally, this security knowledge must be externalized in order to share and learn everyone's security practices, which in turn can encourage each employee to perform, learn and teach security tasks effectively and efficiently [35] . Information Security Knowledge Sharing (ISKS) is important in cultivating ISC to ensure that the knowledge can be transfer, disseminate and distribute to make it available to those who require it [36] . It encompasses all related activities in sharing the knowledge of information security either in formal or informal forms from the management or among the employees throughout the organization. However, at the earlier stage, these activities must be initiated by management to promote and encourage all the employees to understand and accept the activities as beneficial practices to be applied in their daily works.
Information Security Knowledge (ISK) and Security Knowledge Sharing (ISKS)
Conceptual Framework
Based on discussions in previous sections, the conceptual framework is proposed as in Figure 2 . In general form, it conceptualized how the cultivation of ISC will influence employee's ISP compliance behavior in the organization. Specifically, this framework conceptualized how ISC that formed by seven dimensions discussed in previous sections will influence behavior of an employee in relation to comply with ISP. Those seven dimensions are the distinct elements that will comprehensively forming the ISC in the organization. As discussed earlier, these dimensions are developed based on widely accepted concept of Organizational Culture by [10] , [13] and aligned with ISC layered model by [11] . The formulation of these dimensions also have considered all prominent ISC factors available in literature to ensure that these dimensions are comprehensively represent ISC concept as it should be. The ISC formed by these seven dimensions will influence an employee's behavior that in line with organization's ISP.
This framework has adopted a well-established Theory of Planned Behavior (TPB) by [37] as a fundamental behavior theory in representing employee's behavior in order to provide more deep understanding and richer findings especially in terms of ISP compliance behavior. Specifically, this theory was the most popular and proved to be the most significant and dominant theory in explaining employees' ISP compliance behavior in the literature [38] . It contends that a person's behavior is determined by his or her intention to perform the behavior of interest. Furthermore, according to this theory, intention is assumed to capture the motivational factors that influence an individual's behavior. There are three constructs determine intention, which are attitude towards the behavior, normative belief and selfefficacy. These three constructs are the most significant behavioral factors in predicting and explaining ISP compliance behavior [38] [39] . In this study, these three main constructs of TPB will specifically representing the cognitive belief of employee towards ISP compliance. Therefore, as claimed in TPB that intention to comply is the results of attitude, normative belief and self-efficacy [37] [40], this cognitive belief will influence an employee's intention to comply with ISP. Most of the studies have suggested and proved that these main constructs are strong predictors of behavioral intention [38] . Furthermore, the recent ISP compliance studies also found out that all these three constructs were significant in influencing employees' ISP compliance intention [41] [42] [43] [44] [45] . In other word, the main constructs of TPB are the most consistent factors in providing the significant impact towards intention to comply in the literature compared to other behavioral theories such as Protection Motivation Theory (PMT) and General Deterrence Theory (GDT). 
Expected Contributions
This study will provide new insights on how ISP compliance behavior of employees could be influenced by the cultivation and implementation of ISC in an organization. Since this framework has used a multidimensional concept of ISC that covers all the dimensions and key factors available in recent literature, the results will be more accurate, details and comprehensive in showing the actual relationship between ISC and ISP compliance behavior. At the same time, the study will contribute to content validity of ISC concept by adding new knowledge on how seven newly formulated dimensions (Procedural Countermeasure, Risk Management, SETA, Top Management Commitment, Monitoring, Information Security Knowledge and Information Security Knowledge Sharing) will impact the concept of ISC. Furthermore, the adoption of a well-established Theory of Planned Behavior (TPB) by [37] as a fundamental behavior theory in forming the nomological core of the framework will provide more deep understanding on the ISP compliance behavior of employees in the organization. This theory and its main constructs of attitude, normative belief and self-efficacy were proven in literature to be significant in explaining and predicting ISP compliance behavior. The framework could be used by Information Security Management (ISM) to plan and implement ISC in an organization in getting the desired employees' information security behavior and practices that in line with organizational ISP. Since this study will show the indicators of these particular dimensions of ISC in relation with ISP compliance behavior, the decision makers could use and customize the findings to plan and predict the desired ISP compliance behavior by using the model as a reference. Nevertheless, there are some limitations of this framework particularly on the ISC dimensions' formulation. This framework is not considering some ISC factors of cultural differences [46] [47] [48] and profession of employees [49] in the organization. Although these factors are not directly considered in the framework, they are actually involved and will be measured and analyze directly in this research because these two information (such as race and job) will be the common attributes to be collected in this study.
Conclusion
This paper presented the conceptual framework of how ISC which formed by seven comprehensive dimensions will influenced ISP compliance behavior of employee in the organization. The ISC concept used in the framework was developed by considering all the ISC key factors in literature and aligned with the widely accepted concepts of organizational culture and ISC. This framework also adopted the most dominant and significance behavior theory of TPB to represent information security behavior of an employee. The framework will be used in the future series of study to empirically investigate the relationships between ISC and ISP compliance behavior. Since ISC is conceptualized as a multidimensional concept consisting seven comprehensive dimensions, it will provide a new indicators and more comprehensive results of the relationship between ISC and employee's ISP compliance behavior in the organization. It is very important to investigate this way of relationship because ISC is always conceptualized as a multidimensional construct with various different dimensions in terms of formation and number from one to study to another.
